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This MANU-SPEC® utilizes the Construction Specifications Institute (CSI) Manual of Practice, including MasterFormat™, SectionFormat™ and PageFormat™. A MANU-SPEC is a manufacturer-specific proprietary product specification using the proprietary method of specifying applicable to project specifications and master guide specifications. Optional text is indicated by brackets [ ]; delete optional text in final copy of specification. Specifier Notes typically precede specification text; delete notes in final copy of specification. Trade/brand names with appropriate symbols typically are used in Specifier Notes; symbols are not used in specification text. Metric conversion, where used, is soft metric conversion.

This MANU-SPEC specifies server hardware and software, application software and closed circuit television (CCTV) cameras as applicable for surveillance systems, security access devices, access control, relay control, credential creation and credential holder database and management. These products are manufactured by Stanley Security Solutions, Inc. Revise MANU-SPEC section number and title below to suit project requirements, specification practices and section content. Refer to CSI MasterFormat for other section numbers and titles.

SECTION 28 13 00
ACCESS CONTROL 

PART 1 GENERAL

1.01 SUMMARY

A. Section Includes: Server hardware and software, application software and closed circuit television (CCTV) cameras as applicable for surveillance systems, intrusion detection devices, security access devices, access control, relay control, alarm monitoring controllers, credential creation and credential holder database and management.

Specifier Note: Revise paragraph below to suit project requirements. Add section numbers and titles per CSI MasterFormat and specifier’s practice.

B. Related Sections:

1. Section [08 11 00 - Metal Doors and Frames] [_____].

2. Section [08 14 00 - Wood Doors] [_____].
3. Section [08 71 00 - Door Hardware] [_____].

4. Section [14 20 00 - Elevators] [_____].

5. Section [25 15 00 - Integrated Automation Software] [_____].

6. Section [26 05 00 - Common Work Results for Electrical] [_____].

7. Section [26 05 19 - Low-Voltage Electrical Power Conductors and Cables] [_____].

8. Section [27 10 00 - Structured Cabling] [_____].
Specifier Note: Article below may be omitted when specifying manufacturer’s proprietary products and recommended installation. Retain Reference Article when specifying products and installation by an industry reference standard. If retained, list standard(s) referenced in this section. Indicate issuing authority name, acronym, standard designation and title. Establish policy for indicating edition date of standard referenced. Conditions of the Contract or Section 01 42 19 - Reference Standards may establish the edition date of standards. This article does not require compliance with standard, but is merely a listing of references used. Article below should list only those industry standards referenced in this section. Retain only those reference standards to be used within the text of this Section. Add and delete as required for specific project.

1.02 REFERENCES

A. Institute of Electrical and Electronics Engineers (IEEE):

1. IEEE 1100 Recommended Practice for Powering and Grounding Electronic Equipment.

B. National Fire Protection Association (NFPA):

1. NFPA 70 2005 National Electrical Code.

2. NFPA 72 National Fire Alarm Code.

3. NFPA 80 Fire Doors and Windows.

4. NFPA 101 Life Safety Code, 2003 Edition.

C. Underwriters Laboratories, Inc. (UL):

1. UL 294 Access Control System Units - Revision 2.

2. UL 1076 Proprietary Burglar Alarm Units and Systems.

3. UL 1778 Uninterruptible Power Supply Equipment.

D. International Organization for Standardization (ISO):

1. ISO 7816 Smart Card Standard.

Specifier Note: Article below should be restricted to statements describing design or performance requirements and functional (not dimensional) tolerances of a complete system. Limit descriptions to composite and operational properties required to link components of a system together and to interface with other systems.

1.03 SYSTEM DESCRIPTION

A. Design Requirements: Provide products and systems that have been manufactured, fabricated and installed to the following criteria:

1. Comply with IEEE 1100.

2. Comply with NFPA 70.

3. Comply with NFPA 72.

4. Comply with NFPA 80.

5. Comply with NFPA 101.

6. Comply with UL 294.

7. Security Control Management System: NT500 Access Security Control Management System.
a. Compliance: NFPA 70; NFPA 72; NFPA 101; UL 294.

b. System Capabilities:

1) Stand-alone or networked.

2) Multiple remote sites.

3) Simultaneous controlled access with various reader technologies.

4) Alarm monitoring with text and graphics based annunciation.

5) Photo call-up, photo ID badging, CCTV matrix controls.

6) Readers, inputs and outputs expandable or modifiable.

7) Single software program controlled.

8) Full integration and customization of all system components.

9) Online reconfiguration through system programming without hardware changes.

10) Watchdog feature that monitors critical portions of system. System will automatically reboot and restart.

11) Secure Socket Layer (SSL) communications protocol between host PC and controller.

12) Plug-and-play technology.

13) One-touch installation feature permitting testing and system commissioning as individual building blocks.

c. Alarm Capabilities:

1) Manual and automatic responses to alarms.

2) Each alarm is action initiation capable.

3) Actions: [Camera switching] [Remote device activation] [Door control] [_____].

4) Inputs and outputs controlled using industry standard open ASCII commands using RS232, RS485 and TCP/IP protocols.

d. Access Control Functions:

1) Validation based on [Time of day] [Day of week] [Holiday scheduling] [_____].

2) Automatic or manual retrieval of cardholder photographs.

3) Access validation based on positive verification of [Card] [Card/PIN] [PIN] [_____].

e. Passwords:

1) Assignable.

2) Levels of system operation are definable per Operator.

3) Operator Actions Range Capabilities: [Basic monitoring] [Full control of system database] [_____].

f. System Programming:

1) User-friendly Windows environment utilizing [Title] [Menu] [Tool] [Status] bars.

2) Mouse control of key functions.

3) MENU driven programming, including online “Documentation,” “Help” or “Tutorial” information.

4) Combo boxes utilized for previously entered system-required data where applicable.

g. Alarm Point Monitoring:

1) Supervised.

2) Alarm Information Display: Text format on graphic floor plan.

3) CCTV camera switching capabilities associated with alarm point.

4) Manual and automatic arming or disarming of alarm points by time of day and day of week.

h. Communication Method From Remote Locations to Central Components: Transparent to user.

i. Post-Installation: Software configuration changes capable without manufacturer services.

j. Repairs: Onsite, by module replacement.

k. Controller Components:

1) “Distributed-Processing” concepts.

2) Downloading of operating parameters capable to field panel, providing full operating functions independent of other system components.

l. Compatibility: [Existing LAN/WAN connecting buildings] [Dedicated security Ethernet network].

m. Integrated System: Provided by software in conjunction with intelligent controllers.

B. System Requirements:

Specifier Note: The computer specifications are the minimum standards for a basic system. When a system includes a large number of clients, controllers, and/or users, additional server power is strongly recommended. To ensure long-term compatibility with enhancements to the operating system, the NT500 application and additional functionality required of the server, manufacturer recommends purchasing as much computer above the minimum specifications as budgets allow. Contact Stanley Security Solutions, Inc., for specific application recommendations.
1. Central Processing Unit Computer:

a. Server Software Workstation: [Dell Precision 360] [_____].

b. Client Software Workstation: [Dell GX270MT] [_____].

2. Central Processing Unit:

a. Server: Pentium IV 3.2GHz [_____].

b. Client: Pentium IV 3.0GHz [_____].

3. Random Access Memory (RAM):

a. Server: 512 MB ECC RDRAM [_____].

b. Client: 512 MB ECC RDRAM [_____].

4. Cache:

a. Server: 512 KB [_____].

b. Client: 512 KB [_____].

5. Disk Drives:

a. Server: [48X CDROM] [_____]; 8X DVD+RW/+R [_____]; [40 GB IDE 7200 rpm] [_____] hard drive.

b. Client: [48X CDROM] [_____]; [40 GB IDE 7200 rpm] [_____] hard drive.

6. Ethernet Port:

a. Server: [Pro 1000 Ethernet communications card] [_____].

b. Client: [10/100/1000 WuOL Ethernet communications card] [_____].

Specifier Note: Monitors must support 1024 × 768.

7. Monitor:

a. Server: [17 inch SVGA] [_____].

b. Client: [17 inch SVGA] [_____].

8. Video Card:

a. Server: [128 MB Dual Video Monitor Card] [_____].

b. Client: [32 MB Video Card] [_____].

9. Serial Ports:

a. Server: [2] [_____].

b. Client: [2] [_____].

10. Parallel Ports:

a. Server: [1] [_____].

b. Client: [1] [_____].

11. Sound Card and Speakers:

a. Server: 16 bit sound card with speakers.

b. Client: 16 bit sound card with speakers.

12. Modem:

a. Server: PSTN modem support.

b. Client: Not required.

13. Keyboard:

a. Server: 101-keyboard layout, IBM compatible.

b. Client: 101-keyboard layout, IBM compatible.

14. Mouse:

a. Server: 3 button type.

b. Client: 3 button type.

15. Surge Suppressors:

a. Server: Standard surge suppression strip.

b. Client: Standard surge suppression strip.

16. Operating System:

a. Server: [Windows 2000 Professional SP3+] [Windows XP Professional] [Windows Server 2003 Standard Edition] [_____].

b. Client: [Windows 2000 Professional SP3+] [Windows XP Professional] [_____].
17. Database: [MS SQL 2000 SP3+] [MSDE w/ SP3+] [_____].
18. Local Desktop Security:

a. Availability: Through User ID and required password logon.

19. Client Server Limitations:

a. 15 simultaneous workstation connections attached to database server.

20. Access and Alarm Server Controller:

a. Connections: Windows 2000/XP based workstations on network or connected via serial connection to PC is licensed to operate system software and can be connected to Access and Alarm Server Controller.

b. Alarms: Routing of alarms is independent of Intelligent System Controller that generated alarms.

21. Licensing:

a. System shipped with fullest capabilities for largest system availability.

b. Size and feature set controlled by software/hardware license key.

c. System is programmed based on licensing.

22. Server UPS:

a. Output Power Capacity: 750 VA.

b. Nominal Output Voltage: 120 VAC.

c. Input Voltage: 82 - 144 VAC.

d. Auto Sensing: 50/60 Hz.

e. Back-Up Time: 50.6 minutes at half load.

f. USB Interface Port: DB-9 RS-232 Smart Slot.

g. Surge Energy Rating: 459 joules.

h. Size: 9 inches × 7 inches × 17 inches (228 × 178 × 432 mm).

i. Compliance: BSMI; CSA; FCC Part 15 Class A, UL 1778 approved.

Specifier Note: Article below includes submittal of relevant data to be furnished by Contractor before, during or after construction. Coordinate this article with Architect’s and Contractor’s duties and responsibilities in Conditions of the Contract and Section 01 33 00 - Submittal Procedures.

1.04 SUBMITTALS

A. General: Submit listed submittals in accordance with Conditions of the Contract and Section [01 33 00 - Submittal Procedures] [_____].

B. Product Data: Submit product data for specified products.

C. Drawings:

1. Submit shop drawings detailing installation procedures, including layout, dimensions and support placement.

D. Quality Assurance:

1. Test Reports: Certified test reports showing compliance with specified performance characteristics and physical properties.

2. Certificates: Product certificates signed by manufacturer certifying materials comply with specified performance characteristics and criteria and physical requirements.

3. Manufacturer’s Instructions: Manufacturer’s installation instructions.

Specifier Note: Coordinate paragraph below with Part 3 Field Quality Requirements Article. Retain or delete as applicable.

E. Manufacturer’s Field Reports: Manufacturer’s field reports.

F. Closeout Submittals: Submit the following:

1. Warranty: Warranty documents.

2. Operation and Maintenance Data: Operation and maintenance data for installed products in accordance with Section [01 78 00 - Closeout Submittals] [_____]. Include methods for maintaining installed products and precautions against cleaning materials and methods detrimental to finishes and performance.

3. Specialty Tools: [1] [_____] set[s] of specialty tools required for maintenance and adjustment of system and hardware.

1.05 QUALITY ASSURANCE

A. Qualifications:

1. Installer experienced in performing work of this section who has specialized in installation of work similar to that required for this project.

2. Manufacturer Qualifications: Manufacturer capable of providing field service representation during construction and approving application method.

Specifier Note: Paragraph below should list obligations for compliance with specific code requirements particular to this section. General statements to comply with a particular code are typically addressed in Conditions of the Contract and Section 01 41 00 - Regulatory Requirements. Repetitive statements should be avoided. Current data on building code requirements and product compliance may be obtained from Stanley Security Solutions, Inc., technical support specialists. When applicable, products are tested and listed by Underwriters Laboratories, Inc 

B. Regulatory Requirements: In accordance with Section [01 41 00 - Regulatory Requirements] [_____]. Provide surveillance system that complies with the following requirements:

1. IEEE 1100.

2. NFPA 70.

3. NFPA 72.

4. NFPA 80.

5. NFPA 101.

6. UL 294.

C. Pre-installation Meetings: Conduct pre-installation meeting to verify project requirements, manufacturer’s installation instructions and manufacturer’s warranty requirements. Comply with [Section 01 31 19 - Project Meetings] [_____].

1.06 DELIVERY, STORAGE & HANDLING

A. General: Comply with Section [01 61 00 - Common Product Requirements] [_____].

B. Ordering: Comply with manufacturer’s ordering instructions and lead time requirements to avoid construction delays.

C. Delivery: Deliver materials in manufacturer’s original, unopened, undamaged containers with identification labels intact.

D. Storage and Protection: Store materials protected from exposure to harmful weather conditions and at temperature and humidity conditions recommended by manufacturer.

Specifier Note: Coordinate article below with Conditions of the Contract and with Division 01 Closeout Submittals (Warranty) Section.

1.07 WARRANTY

A. Project Warranty: Refer to Conditions of the Contract for project warranty provisions.

B. Manufacturer’s Warranty: Submit, for Owner’s acceptance, manufacturer’s standard warranty document executed by authorized company official. Manufacturer’s warranty is in addition to, and not a limitation of, other rights Owner may have under Contract Documents.

Specifier Note: Coordinate paragraph below with manufacturer’s warranty requirements.

C. Warranty Period: [Specify term.] years commencing on Date of Substantial Completion.

PART 2 PRODUCTS

Specifier Note: Retain article below for proprietary method specification. Add product attributes, performance characteristics, material standards and descriptions as applicable. Use of such phrases as “or equal” or “or approved equal” or similar phrases may cause ambiguity in specifications. Such phrases require verification (procedural, legal and regulatory) and assignment of responsibility for determining “or equal” products.

2.01 SECURITY CONTROL MANAGEMENT SYSTEM

A. Manufacturer: Stanley Security Solutions, Inc.

1. Contact: 6161 East 75th St., Indianapolis, IN 46250-2701; Telephone: (317) 849-2255; Fax: (317) 806-3276; website: www.stanleysecuritysolutions.com.

B. Proprietary Products/Systems: Stanley Security Solutions, Inc., Best Access Systems, NT500.

C. System Components:

1. Pre-Built Panels (PB):

a. Factory pre-wired and tested.

b. Expandable modular design.

c. Individually fused interface boards, locks and Request to Exit (REX) devices.

d. Door tamper switch.

e. Preinstalled wiring for low battery alarm signal interface with external power supplies.

f. Class 2 internal wiring when used in conjunction with Class 2 supplies.

g. Customized panel wiring.

2. Access and Alarm Server (AAS):

a. Host Communications: 56 Kbps direct wire (RS-232), embedded Ethernet TCP/IP (DHCP or fixed), dial-up.

b. Storage: Up to [250,000] [_____] keyholder database (non-volatile).

c. Anti-Pass Back Capabilities.

d. Elevator Control: Support for [Unlimited] [_____] floors.

e. Held Open and Strike Times: Individual extended in compliance with ADA.

f. Operation: Integral ISC operation with corresponding card reader; local ISC controlled access decisions.

g. Protocol: AAS forwards access information to central database.

h. Dedicated Network Connection With Permanent IP Address: Owner provided.

i. Flash memory up-gradable.
j. One-touch installation testing.
k. PSTN Connectivity via external modem for dual host communications.

l. Compliance: Designed to meet BS 4737, CE Equivalent, UL 294 and UL 1076.

m. Acceptable Material: Stanley Security Solutions, Inc., AC500 Access and Alarm Server (AAS).
3. Door Controller (DCON):

Specifier Note: More than 150 different readers are approved for use. Contact Stanley Security Solutions, Inc., to determine appropriate reader to suit project requirements.

a. Reader Communications: [Clock/Data] [Wiegand Data1/Data0] [_____].

b. Relay Outputs: Two 5A DC/3A AC SPDT relays.

c. Magnetic and Wiegand Formats: Issue code supported.

d. Door Contact: Supervised (open/closed).

e. Request to Exit (REX): Monitored pushbutton or motion.

f. Strike Control Output: 12 VDC or 24 VDC devices.

g. Dedicated tamper circuits.

h. Offline Reader Access Mode: Supported.

i. Access Controlled Door: Support for [1] [2] [_____] door(s).

j. Programmable Inputs: [2] [_____] owner programmable, custom configurable.

k. Programmable Outputs: [2] [_____] owner programmable, custom configurable.

l. Flash memory up-gradable.

m. Plug-and-play detection.

n. One-touch installation testing.

o. Acceptable Material: Stanley Security Solutions, Inc., AC512B Door Controller (DCON).

4. Controller (ACON):

a. Line supervision.

b. Contacts: [20] [_____] programmable supervised or non-supervised, 3 state or 4 state.

c. Relay Output Contacts: Two general purpose low power relays (2 A at 30 VDC).

d. Dedicated tamper input.

e. Elevator Control: Support for [Unlimited] [_____] floors.

f. One-touch installation testing.

g. Compliance: Designed to meet BS 4737, CE Equivalent, UL 294 and UL 1076.

h. Plug-and-play network detection.
i. Acceptable Material: Stanley Security Solutions, Inc., AC520 (20 inputs, 2 outputs) Controller (ACON).
5. Controller (RCON):

a. Programmable Relay Outputs: [10 General purpose low power relays (2A at 30 VDC)] [2 General purpose high power relays (8A at 30 VDC)].

b. Two general purpose inputs.

c. Dedicated tamper input.

d. Elevator Control: Support for [Unlimited] [_____] floors.

e. One-touch Installation testing.

f. Compliance: Designed to meet BS 4737, CE Equivalent, UL 294 and UL 1076.

g. Plug-and-play network detection.
h. Acceptable Material: Stanley Security Solutions, Inc., AC530 (2 inputs,12 outputs) Controller RCON.
6. Card Access Readers (CAR):

a. Design: Weatherproof.

b. Characteristics: High reliability; consistent read range characteristics; low power consumption; vandal-proof.

c. Features: Multicolor LED; internal or host control of LED; and/or beeper and beeper “off” switch for silent operation.

d. Mounting: [Glass] [Mullion] [Wall] [___].
e. Read Range: 0.5 inches - 9.5 inches (12.7 - 241.3 mm).

f. Compliance: IP66.

g. Options: Keypad.

7. Proximity Card (PROX):

a. Compliance: ISO 7816.

b. Printing Surface: High quality for photo ID and bar code.

c. Proximity Antenna and Chip: 125 kHz.

8. Clamshell Card (CLM):

a. Over 1 billion different codes.

b. Proximity Antenna and Chip: 125 kHz.

9. Token (TOK):

a. Dimensions: 20 5/32 inches H × 1 7/32 inches W × 23/64 inches D (512 × 5.6 × 9 mm).

b. Fits on key ring.

c. Lifetime guarantee against electronics failure.

10. Power Supply:

a. Power Limited Outputs: [12 VDC] [24 VDC] [______].

b. Locking Mode: [Fail-safe] [Fail-secure].

c. Fire Alarm Panel or Access Control System Trigger Inputs: [Normally open (NO)] [Normally closed (NC)] supervised trigger input and polarity reversal trigger input; individually fused power outputs.

d. Compliance: UL listed Fire and Access Control; NFPA 72.

e. Rating: Class 2.

f. Charger: Built-in for sealed lead acid or gel type batteries.

g. AC Failure Protocol: Automatic switchover to standby battery.

h. Thermal and short circuit protection with auto reset.

i. AC fail supervision (form “C” contact).

j. DC output supervision (form “C” contact).

k. Enclosure Dimensions: 13 inches H × 13.5 inches W × 4.5 inches D (330 × 343 × 114 mm).

l. Power Supply Sizing: Output will not exceed 80% of rated capacity.

m. Battery Back-Up: [_____] hours.

11. Request to Exit (REX):

a. Passive Infrared Detector: Whole body detection range [20 feet (6 m)] [_____]; one hand detection range [10 feet (3 m)] [_____].

b. Zone Detection: Adjustable.

c. [Unlocks] [Shunts] doors automatically.

d. Hands-free.

e. Integrated Local Door Alarm Sounder: Independently controlled by access panel.

f. Tamper switch for unit tamper.

g. Integrated Functions: [Latch] [Fast/slow detection] [LED disable] [______].

h. Compliance: UL 294 listed; CE approved; FCC certified.

12. Door Contact:

a. Size: [3/4 inch (19.1 mm)] [1 inch (25.4 mm)] [______].

b. Mounting: Self-lock.

c. Enclosure: ABS plastic.

d. Compliance: UL/ULC listed.

e. NEMA Rating: [1] [2] [3] [4] [4x] [5] [6] [12] [______].

f. Protection Class: IP 67.

2.02 SOFTWARE MODULES

Specifier Note: The access control and intrusion detection software modules consist of many functions and they need to be specified here. These software modules are required to activate the system component functions. A software license is required to activate these software modules. Contact Stanley Security Solutions, Inc., for detailed information about these software modules, their use and application.

A. Access Control:
1. Operator Management: Only keyholders can operate software. An operator’s privilege determines which functions can be accessed. Functions that cannot be accessed will be grayed out. The following items are available:

a. Login name.

b. Keyholder name.

c. Expiration date.

d. Auto-logout delay.

e. Key login allowed and required.

f. Password expired.

g. Account disabled.

h. Last login.

2. Available Operator Options:

a.
Installer: Access to all facilities in software.

b.
Supervisor: Access to all facilities except write access to channel and controller facilities.

c.
Operator: Read only access to all facilities.

d.
Guest: Read access only. No access to channel and controller facilities.

e.
Guard: Alarm viewer application only.

3. Operator Activity Information:

a.
Location: The name of PC operator last logged onto.

b. 
Last Active Time: Date and time of last activity.

c.
Login History: Date and time of last active login.

B. Keyholder Management:

1. Provide keyholder management system with customized detailed information fields for keyholders, visitor details and employment page, complete with comments section; operational administrative reader for keyholder enrollment, complete with photographic image capture ability; multiple key functionality; capable of limiting number of keyholders entering area; allow real-time keyholder monitoring using optional CCTV camera; signature captured from image file; and provide unlimited number of customized fields for each keyholder.
C. Access Groups:
1. Apply to keyholders to restrict movement to identified areas, at specific times, including holiday profiles.
D. Door Management to Allow:
1. Specific door naming and description.

2. Provision for time profile for hours doors to remain open.

3. Client PC to monitor reader tamper, reader line short, reader line cut, forced door entry and door contacts shorted or cut.
4. Provide emergency override module to release doors.
5. Monitor door held open alarms and door forced open alarms.

6. Additional functions, including lock release time, extra door time, lock toggle for locking and unlocking door with key and failsafe mode.

7. Management of door alarms by arming and disarming configured area, and silenced alarm when door is in low risk environment.
E. Area Management to Allow:
1. Naming of every area, description and parent area.

2. Override lock operations to failsafe or fail secure upon communications loss.

3. Anti-passback feature with application of time profile anti-passback, and time forgive mode allowance, including tailgate reset with use of valid key.
4. Creation of area with airlock properties of an airlock, including application of time profile.
F. Time Profile Management:

1. Allow application of daily time profile for keyholder or access group to only allow access during certain times. Include holiday period with name, description and start and end time, and provision for 200 time profiles with up to 20 weekly time periods (shared) with 3 holiday profiles.

G. Alarm Management: Alarm Management System Includes:

1. Full-featured alarm designer drawing tool to create alarm viewer map.
2. Ability to display alarm events with date and time, category, originator, source and description.

3. Ability to provide number of states of alarm, including armed, partially armed, disarmed, acknowledge, restored, in alarm, bypassed, bypassed once, bypassed permanent and silenced.

4. Permit other event type alarms, such as access granted, access denied, system and emergency alarms.

5. Provide Event Information As:
a. Graphically display and map navigation on client workstations.

b. Five different priorities for order of importance.

c. Print to connected printer.

d. Audible on client.

e. Trigger text and audio instructions.

f. Automatically bring up zoomed maps.

g. Automatically bring up keyholder information.

h. Automatically call up live video from digital CCTV Camera to view area in alarm.

i. Request password to acknowledge alarm.

j. Send CCTV interface commands.

k. Trigger event to action manager to send e-mail messages to recipients.

l. Automatically send alphanumeric paging instructions.

m. Trigger real-time, live video user verification.

6. Ability to import maps capable of storing unlimited amount of map formats hierarchically on server.

7. Provide event to action manager seamlessly integrated with alarm management module and Microsoft Exchange server.
8. Ability to allow alarm acknowledgement time limits to be set and allow assignment of different alarm sounds and durations.
9. Provision of event log allowing various events categories to be shown, including display of types of alarms, system, authorized, denied or communications, with event date and time stamped and name of person who created event log with keyholder number. Includes display of controller’s name and full description of the event.
H. Report Management: System to Allow:
1. Generation of Reports to Include the Following Standard Reports:

a. List of all access groups and associated time profiles and areas.

b. List of specified keyholders and associated access groups, time profiles and areas.

c. List of all areas and associated doors.

d. List of all communications channels and associated details, limits and doors.

e. Controller barcode table.

f. List of all controllers and associated details, limits and doors.

g. List of keyholders who have not used keys after specified date.

h. List of doors and associated details, configuration and access.

i. Report of events between specific dates.

j. List of holiday profiles and associated holiday periods.

k. List of keyholders whose keys expire on or after specified date.

l. List of keyholders and associated authorization.

m. List of keyholders that satisfy specific search criteria.

n. List of keyholders who have used their key within specific dates.

o. List of keyholders and associated details.

p. List of operators and associated details.

q. List of time profiles and associated time periods.

r. Additional reports can be created using Crystal Reports.

I. Data Management: System to Allow:
1. Full backup of the database.
2. CSV and MS Access (MDB) import facilities for importing external keyholder information.

3. Utilizing open database structure to allow data to be imported in or exported out on real-time basis.

J. Upgrade License Management:

1. New license can be obtained to increase system capacity.

K. Card Design Management: To Include:
1. Fully functional card design tool with intuitive drag-and-drop format for badge design layout, full  badge WYSIWYG viewing, including design of Smart cards and magnetic stripe card formats.
2. Ability to work with ID color card printers to produce single- or double-sided cards in a variety of file formats, including BMP, JPG, JPEG, PNG and ICO supported for background or photographic images.

3. Allowance for batch printing, as keyholder database information can be directly accessed from card designer.

4. Allowance for selecting card properties, including angle, aspect lock, thickness of border, color of border, shapes, including circles, squares, triangles, stars, pentagons, hexagon or burst, transparency and shadows.

5. Ability to link card to database data and include links for date of birth, titles, initials, first or last name, expiration of card, signature and photograph.

L. Image Capture:

1. Image capture utility with ability to capture keyholder photographs and signatures direct from imaging devices (TWAIN scanners and pens) or import images from files.
M. Hardware Management: To Allow:
1. Viewing hardware list view that displays list of PC channels and controllers with ability to probe controller connections and locate physically connected controllers. Include ability to display controller information showing description, type, doors loaded, online, communications OK and loading.

2. Updating of controller clocks, firmware and databases downloaded from client with use of correct password level.
3. Defining channels that provide communications between controllers and software by selecting various protocols.

4. Displaying full channel definitions, including firmware information, builder type, builder number and circuit board version, as well as ability to set communications speeds and polling intervals.

5. Configuring AC520 and AC530 inputs and outputs with available options, including input types, input modes, pulse counts, de-bounce times and momentary times.

6. Option for channel dial-up for modem communications between server and controller with ability to set primary number, connection timeout and dial-up schedule, as well as channel dial-back features and setting of threshold at controller indicating when dial-back procedure should be initiated to download events.

N. Contextual Online Help File:

1. Offer contextual help file by pressing F1 key or clicking on the help icon on the toolbar with standard help commands available.
O. Offline Locking System: To Support:

1. Management Features in One Database:

a. Programming for online and/or offline (battery operated locks) doors.

b. Direct Programming: Computer or PDA (Windows Mobile 2003 or greater).

c. Event logging.

d. Ability to view history at door.

e. Simple day-to-day system management.

f. Easy installation and configuration.

g. Supports BEST offline access control locksets.

2. Hardware Features:

a. Cylindrical and mortise platform.
b. Support Magnetic Stripe, HID Proximity, Indala Proximity and Magnetic stripe readers with keypad.

c. Door status monitor sensors.

d. Extended battery option.

e. Exit trim platform.
f. Support Magnetic Stripe, HID Proximity, Indala Proximity and Magnetic stripe readers with keypad.
2.03 PRODUCT SUBSTITUTIONS

P. 
Substitutions: No substitutions permitted.

PART 3 EXECUTION

3.01 MANUFACTURER’S INSTRUCTIONS

Specifier Note: Article below is an addition to the CSI SectionFormat and a supplement to MANU-SPEC. Revise article below to suit project requirements and specifier’s practice.

A. Compliance: Comply with manufacturer’s written data, including product technical bulletins, product catalog installation instructions and product carton installation instructions.

3.02 EXAMINATION

B. 
Site Verification of Conditions:

1. Verify that substrate conditions, which have either been previously installed under other sections, or that existing site conditions, are acceptable for product installation in accordance with manufacturer’s instructions.

2. Verify that building doors, frames, walls, wire runs, related items and conditions are ready to receive work of this Section.

3.03 PROTECTION

C. 
Other Trades: Protect installed work of other trades.

3.04 PREPARATION

D. 
Project Planning Forms:

1. Manufacturer Forms: Obtain and complete project planning forms from manufacturer of surveillance system; customize forms to be project specific.

2. Final Setup: Review, adjust and prepare final documents to establish system software setup.

E. Record Setup Data:

1. Control station and workstations record setup data.

2. Record controller features and access requirements for each location.

3. Propose start and stop times for time zones and holidays; match up access levels for doors.

4. Set up groups, facility codes, linking; list inputs and outputs for each Controller.

5. Set up alarms; establish interlocks between intrusion detection and video surveillance features. 

6. Propose setups for guard tours and key control.

F. Electrical Preparation:

1. Ensure dedicated 120 VAC power circuits, conduit, raceways, back boxes, j-boxes, fittings, hardware and earth grounds supplied as necessary to provide complete working system.

2. Ensure power supplies associated with electrified door hardware is installed.

3. Ensure conduit for cable protection within walls, back boxes, door jambs, stubbed above drop ceilings, within closed ceilings, where exposed, and penetrating walls and ceilings, have been provided.

4. Ensure back box installations in masonry have been completed.
5. Ensure patching and painting items related to conduit, raceways, j-boxes, fittings hardware and earth grounds conduit and conduit installations has been done.
6. Ensure cabling for alarm systems is installed and completed.

G. Elevators:

Specifier Note: Installation of equipment and wiring to the elevator to be coordinated with the elevator.
1. Coordinate installation of wiring, card readers and camera(s) to cab(s).
2. Coordinate installation of wiring and equipment for elevator control, life safety and surveillance systems to cab(s).

3. Coordinate testing and commissioning of elevator system after installation of equipment.

Specifier Note: Installation of equipment and wiring for information services to be coordinated with the IT personnel.
H. Information Services:

1. Ensure that dedicated phone lines and phone equipment have been provided and completed.

2. Ensure that network drops are being installed and installation coordinated with the Work of this section.

Specifier Note: Installation of equipment and wiring for the fire alarm panel to be coordinated with the fire contractor.

I. Fire Alarm:

1. Ensure coordination of installation, including wiring and equipment for the fire alarm panel to interface with access control alarm monitoring system, is undertaken.
3.05 INSTALLATION

J. 
Comply with:

1. IEEE 1100.

2. NFPA 70.

3. NFPA 72.

4. NFPA 80.

5. NFPA 101.

6. UL 294.

K. Installation:

1. Install surface mounted units to finished substrates.

2. Set units level, plumb and true to line and location.

3. Comply with positioning requirements for disabled accessibility.

4. Provide 120 VAC power circuits, conduit, raceways, back boxes, j-boxes, fittings, hardware and earth grounds as required to provide electrical requirements for access control systems.

L. Cabling:

Specifier Note: Select the cabling system appropriate to the installation. Delete paragraphs that are not applicable.

1. Raceway and Cable Tray: Install wiring in raceway and cable tray, except:

a. Within consoles, cabinets, desks and counters.

b. In accessible ceiling spaces.

c. In gypsum board partitions where unenclosed wiring method may be used.

2. Conduit: Install wiring in conduit, except:

a. Within consoles, cabinets, desks and counters.

3. J-Hooks: Install wiring in j-hooks and associated wire hardware.

4. Conceal [Raceway and cable tray] [Conduit] [J-hooks and cables] except in unfinished spaces.

5. Use NRTL-listed plenum cable in environmental airspaces, including plenum ceilings.

6. Install cables without damaging conductors, shield or jacket.

7. Install end-of-line resistors at field device location and not at Controller or panel location.

M. Grounding:

1. Comply with IEEE 1100.

Specifier Note: To eliminate shock hazard and to minimize ground loops, common-mode returns, noise pick-up, cross-talk and other impairments, use the following.

2. Ground cable shields, drain conductors and equipment.

3. Bond shields and drain conductors to ground at only one point.

N. System Software:

1. Develop, install and test software and databases for complete and proper operation of systems involved.

2. Assign software license to Owner.

3.06 FIELD QUALITY CONTROL

Specifier Note: Use the following Articles only when manufacturer’s field services are desired to verify the quality of the installed components. Establish the number and duration of periodic site visits required by Manufacturer and specify below. Consult Manufacturer for services required. Delete if field services are not required.

O. 
Written Reports: Have manufacturer of products supplied under this Section review Work involved in handling, installation/application, protection and cleaning of its product[s], and submit written reports in acceptable format to verify compliance of Work with Contract.

P. Manufacturer’s Field Services: Provide manufacturer’s field services consisting of product use recommendations and periodic site visits for inspection of product installation in accordance with manufacturer’s instructions.

Q. Schedule site visits to review Work at stages listed:

1. After delivery and storage of products, and when preparatory Work on which Work of this Section depends is complete, but before installation begins.

2. Throughout progress of Work.

3. [Twice] [______] during progress of Work at [25%] [______] and [60%] [______] complete.

4. Upon completion of Work, after cleaning is carried out.

R. Obtain reports within [Three] [______] days of review and submit.

3.07 TESTING & VERIFICATION

S. 
Perform tests recommended and required by manufacturer to verify required performance of Stanley Security Solutions, Inc., products.

Specifier Note: Provide test descriptions in sufficient detail to fully describe the specific tests to be conducted to demonstrate conformance with the specification.

1. Complete system diagnostics and operation verification.

2. Prepare specific plan for system testing, start-up and demonstration.

3. Develop acceptance test concept and specifics.

4. Test each circuit and component of each system. System components with battery back-up to operated on battery power for not less than [10] percent of calculated battery operating time. Provide special equipment and software if testing requires special or dedicated equipment.

5. Operational Test: Demonstrate product capability and compliance with requirements.

6. Remove and replace malfunctioning devices and circuits and retest.

7. Complete installation and start-up checks in accordance with manufacturer’s written instructions.

8. Maintain strict security during installation of equipment and software. Secure rooms housing the control station and workstations.

3.08 DEMONSTRATION

Specifier Note: A training program is required to educate personnel with the required level of system familiarity to provide a common working knowledge concerning all aspects of the system.

T. 
Training Program:

1. Provide training to Owner’s personnel to adjust, operate and maintain surveillance access system.

2. [Two] [______] weeks prior to the start of the program, submit proposed dates for training.

3. Develop separate training modules consisting of [8] [______] hours per group.

4. Groups:

a. Computer system administration personnel tasked with managing and maintaining databases and updating and maintaining software.

b. Operators tasked with preparing and imputing credentials to staff control station and workstations and enrolling personnel.

c. Security personnel.

3.09 COMPLETION & CLEANUP

U. 
Upon completion and verification of performance of installation, remove surplus materials, excess materials, rubbish, tools and equipment.

END OF SECTION










